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Documentation and Its Relation
to Information If Energy Security
Doing the right thing is doing our part
n the modern environment, losing electricity for any
length of time compromises data and communica. tion networks and virtually all digital electrical loads
deployed for physical and operational security. A cyber
attack on critical infrastructure could disrupt operations
and impact national security as well as corporate security.
Without electricity our economy and security comes to a
complete halt. We would experience dramatic changes in
our lives.
Computer hackers pose a significant threat to our information systems. Hackers spend considerable time and
capital mapping the technology infrastructures of major
corporations. Information security experts believe that the
network exploitation used to map
these infrastructures can also be used
to disrupt our electric grid. Hackers
From 2005 to 2007 the
have
gained access to electric power
Homeland Security
plants and possibly triggered major
Department suffered 850
power interruptions in the United
States as well as all over ·the world.
computer-related attacks.
These events reveal the vulnerability
and fragility of our critical infrastructure. To address this weakness, corporations must upgrade
their policies and improve information security.
Corporations can begin by implementing strategic plans
to secure invaluable information such as drawings, procedures, and'business processes, especially for power plants,
dams, and other critical infrastructures. They can also integrate a lessons learned discussion internally when an event
does occur that help avoid similar situations in the future.
Hackers·also target government and military computer
systems. From 2005 to 2007 the Homeland Security
Department, responsible for protecting civilian computer
systems, suffered 850 computer-related attacks. These
situations are now becoming more frequent, targeted,
and sophisticated as hackers search for ways to disrupt
operations.
In addition to protecting against tbese attacks, managers
of critical infrastructure should attempt to minimize information leaks within their own company. In recent years,
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critical infrastructure drawings have been found on unsecured laptop computers, in public trash receptacles, and
in the streets of major cities. These security leaks enable
cyber threats to occur and make our national infrastructure
vulnerable to. people who want to intentionally disrupt

Recommendations for Improving Security
Techniques for Addressing Information Security
Enforce strong password management for properly identifying and
authenticating authorized users
Authorize user access to only permit "right of entry" needed to
perform job functions (need to know).
Encrypt sensitive data
Effectively monitor changes on critical computers

Enhancements that Can Improve
Security and Reliability
Periodic assessments of the risk that could result from the
unauthorized access, use, disclosure, disruption, modification, or
destruction of information and information systems
Policies and procedures that:
- Are based on risk assessments.
- Cost-effectively reduce risks.
- Ensure that information security is addressed throughout the life
cycle of each system.
- Ensure compliance with applicable requirements.
Plans for providing adequate information security for networks,
facilities, and systems
Security awareness training to inform personnel of information
security risks and of their responsibilities in complying with agency
policies, procedures, and practices
Plans and procedures to ensure continuity of operations for
information systems

Recommendations for Executive Action
- Identify individuals with significant security responsibilities to
ensure they receive specialized training.
- Expand scope for testing and evaluating cQlltrols to ensure more
comprehensive testing.
- Identify and prioritize critical business processes as part of
contingency planning.
- Test contingency plans at least annually.
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the electrical grid, or specific critical buildings vital to
our national and economic security. Examples of these
security leaks include a major banking and finance company's laptop computer that was found in India with critical infrastructure drawings on it, transpOltation drawings
found in a trash can outside a major transportation hub,
and most recently, the Freedom Tower drawings found by
a pedestrian searching through trash containers in New

York City. Events like these can compromise corporate
and national safety and security when documents fall into
the wrong hands. Business officials traveling abroad are
prime targets for information thieves. Spyware installed on
elecl\:onic devices and laptops can open communication
links with outside networks, leaving the information on
them vulnerable to hackers.
Organizations should ask the following questions and
follow these recommendations when evaluating energy and information.
Questions for Review I Consideration
I

Security Questions
Have you addressed physical security concerns?
Are critical locations included in regularly scheduled
security inspections?
If Internet access is provided to any infrastructure
system, have you safeguarded against hacking or do
you permit read-only functionality?
How frequently do you review and update access
permission authorization lists?

Network and Access
Do you have a network between your facility's IT
installations that is secured and operational?
Do you have an indiVidual on your IT staff responsible
for managing security of your data?
Do you have an online file repository? If so, how is use
of the repository monitored and audited?
Is your file repository accessible through the public
internet?

Since we are all in the mission critical
industry, I would suggest we all do our part
to improve the security of our documentation
so that we can protect our critical infrastructure and safeguard our national and global
security. •
This column is a summary of a chapter on
energy security that the author contributed
to a book entitled Handbook of Infonnation
Security and Privacy which is due to be published by Artech HOllse in the fO£111h quarter of
2008. The author has recently written a book
titled Maintaining Mission Critical Systems
in a 2417 Environment now widely available
and through the Power Managemel1t Concepts
website: www.powermanage. coml
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• REPRINTS OF THIS ARTICLE are
available by contacting Jill DeVries at devriesj@bnpmedia.com or at
248-244-1726.

